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What could go wrong?



What could go wrong?

Authentication

o Who is accessing the resource?
Access control

o Can a person only access resources they should be able to access?
Data confidentiality

o Can only authorised people access data?

o Traffic analysis may also be important
Data integrity

o Isthe data correct?

o No duplication, replays, reordering, insertion, or modification
Nonrepudiation

o Can you prove something was/was not done?
Availability

o Can authorised people use the system?



Managing risks

Impact/Likelihood High

High Unacceptable
Medium Unacceptable
Low Acceptable

Medium

Unacceptable
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Low

Each business will have its own matrices

Low
Acceptable
Low
Low



Security before computers

» Physical means
o Locks
o Guards
e Administrative means
o Personnel screening
o Security clearances



Security for networked computers

Data must be protected:

e Atrest
¢ In transit

No physical protection over the Internet

« But we can use encryption



Removing IT risk

You cannot completely remove the risk!
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https://www.xkcd.com/538/

Reducing IT risk

» Secure computers, servers, and communication channels
Understand legal obligations

Train staff in IT policies/procedures

Keep backups

Maintain insurance



Securing computers, servers, and
communication channels

Regularly update software

Use anti-virus/anti-malware software
Use firewalls

Only run software you need

Only keep data you need

Secure wireless networks

Ensure your Website supports HTTPS
Don't use email for sensitive information



Legal obligations

Some legal requirements include:

e Spam Act 2003
Electronic Transactions Act 2000

NSW Privacy L.aws
Australian Guidelines for Electronic Commerce
Australian Electronic Commerce resources

If relying on services from other companies, remember that different rules
may apply (especially if they are outside Australia)

» Especially important with Cloud computing


https://www.legislation.gov.au/Details/C2016C00614
http://www.legislation.nsw.gov.au/inforce/235adf26-6085-6179-8cbd-d0ddf6bbdab4/2000-8.pdf
http://www.ipc.nsw.gov.au/privacy-laws
http://archive.treasury.gov.au/contentitem.asp?ContentID=1083
http://www.australia.gov.au/information-and-services/business-and-industry/abn-acn-business-management/electronic-commerce

IT Policies/Procedures

 Ethical training
« Safe computing training
o Don't leave computer logged on
o Don't open random email attachments
o Don't click suspicious links
o Keep users informed of potential issues
IT changes policy
Response to IT incidents
Code of conduct
Privacy policy
Password policy



What maRes a password secure?

Rank Password

123456
password
12345678
gwerty
12345
123456789
football
1234
1234567
baseball
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Common passwords from 2015


http://splashdata.com/blog/

What maRes a password secure?
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https://xkcd.com/936/

Backups

What would happen if:

 the hard drive storing your data stopped working?
» your computer room flooded, destroying all your data?
« the storage provider you were using went out of business?

Solution

Keep regular offsite backups

« Ensure they are secure too



Business insurance

You've done your best, but not all risks can be avoided

Solution

» Regularly review and update insurance



